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Privacy = Freedom Privacy = 



• Drones/Unmanned Ariel Vehicles (UAVs) 

• Automatic Licence Plate Scanners (ALPs) 

• Vehicle Black boxes/GPS 

• Video Surveillance (CCTV) 

• Biometric Tracking 

• Legislation (Bill C-30) 

• Big Data/Data Analytics 

 

We are Entering an Era of  

Expanded Surveillance 



 

 

 

 

 

 

“There is a fear of becoming                 
a ‘see-through citizen’ in a             
totalitarian surveillance state.”  

 
 

— Professor Jesko Kaltenbaek,  

Berlin Freie University, 

August 24, 2010. 



 

 

 

 

 

 

We Need to Change the Paradigm 

Positive-Sum, 

NOT                                               
Zero-Sum 



 

 

 

 

 

 

Positive-Sum Model 

Change the paradigm  

from a zero-sum to  

a “positive-sum” model: 

Create a win-win scenario,  

not an either/or (vs.) 

involving unnecessary trade-offs 

and false dichotomies …                       

 replace the “vs.” with “and”  



 

 

 

 

 

 

 

Why We Need Privacy by Design 

Most privacy breaches remain 

undetected – as regulators, we 

only see the tip of the iceberg 

The majority of privacy breaches remain           

unchallenged, unregulated ... unknown 

Regulatory compliance alone, is unsustainable as                 

the sole model for ensuring the future of privacy 



 

 

 

 

 

 

Privacy by Design: “Build It In” 

• I first developed the concept of “Privacy by Design” in the 90s,  

as a response to the growing threats to online privacy that were 

beginning to emerge, but its need grew dramatically after the 

tragic events of 9/11; 

• “Privacy by Design” seeks to build in privacy – up front,      

right into the design specifications; into the architecture;    

embed privacy into the technology used – bake it in; 

• Data minimization is key: minimize the routine collection      

and use of personally identifiable information – use encrypted  

or coded information whenever possible; 

• Use privacy-enhancing technologies (PETs) where possible: 

give people maximum control over their own personal data. 



 

 

 

 

 

 

The Decade of Privacy by Design 



 

 

 

 

 

 

Landmark Resolution Passed to Preserve                    

the Future of Privacy  
By Anna Ohlden – October 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy 

 

JERUSALEM, October 29, 2010 – A landmark Resolution by 

Ontario's Information and Privacy Commissioner, Dr. Ann Cavoukian, 

was approved by international Data Protection and Privacy 

Commissioners in Jerusalem today at their annual conference. The 

resolution recognizes Commissioner Cavoukian's concept of Privacy 

by Design - which ensures that privacy is embedded into new 

technologies and business practices, right from the outset - as an 

essential component of fundamental privacy protection.  

Full Article: 
http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy 

Adoption of “Privacy by Design”                           

as an International Standard 



 

 

 

 

 

 

1.English 

2.French 

3.German 

4.Spanish 

5.Italian 

6.Czech 

7.Dutch 

8.Estonian 

9.Hebrew 

10.Hindi 

11.Chinese 

12.Japanese 

13.Arabic 

14.Armenian 

15.Ukrainian 

16.Korean 

17.Russian 

18.Romanian 

19.Portuguese 

20.Maltese 

21.Greek 

22.Macedonian 

23.Bulgarian 

24.Croatian 

25.Polish 

26.Turkish 

27.Malaysian 

28.Indonesian 

29.Danish 

30.Hungarian 

Privacy by Design: 

Proactive in 30 Languages! 



 

 

 

 

 

 

Privacy by Design: 
The 7 Foundational Principles 

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf 

1. Proactive not Reactive: 

 Preventative, not Remedial; 
 

2. Privacy as the Default setting; 
 

3. Privacy Embedded into Design; 
 

4. Full Functionality:              

 Positive-Sum, not Zero-Sum; 
 

5. End-to-End Security:           

 Full Lifecycle Protection; 
 

6. Visibility and Transparency:           

 Keep it Open; 
 

7. Respect for User Privacy:            

 Keep it User-Centric. 



Operationalizing Privacy by Design 

9 PbD Application Areas 

• CCTV/Surveillance cameras in 

mass transit systems; 

• Biometrics used in casinos and 

gaming facilities; 

• Smart Meters and the Smart Grid; 

• Mobile Communications; 

• Near Field Communications; 

• RFIDs and sensor technologies; 

• Redesigning IP Geolocation; 

• Remote Home Health Care; 

• Big Data and Data Analytics. 

 
www.privacybydesign.ca 



OASIS Technical Committee –                         

Privacy by Design for Software Engineers 

• Commissioner Cavoukian and Professor Jutla are serving as 

Co-Chairs of a new technical committee (TC) of OASIS 

(Advancing Open Standards for the Information Society) – 

PbD-SE (software engineers) TC; 

• The purpose of PbD-SE is to provide PbD governance and 

documentation for software engineers; 

• The PbD standards developed will pave the way for 

software engineers to code for Privacy, by Design. 



Carnegie Mellon University – 

Privacy By Design 

• New Master's degree program for privacy engineers to be offered 

by Carnegie Mellon University, School of Computer Science; 

• The Master of Science in Information Technology-Privacy 

(MSIT-Privacy) is a 12-month program that begins in the fall 

semester of 2013; 

• The program will emphasize the concept of Privacy by Design, in 

which safeguards are incorporated into the design of systems and 

products from the very beginning of the development process; 

• Students who complete the master's program will be prepared for 

the International Association of Privacy Professionals (IAPP) 

Certified Information Privacy Professional certification exam. 



Enterprise Privacy and Security by Design 

• The value to businesses of 

protecting privacy within an 

enterprise environment; 

• The role of software engineers     

is at play in this context;  

• Fostering a culture of respect  

for privacy within the enterprise; 

• Good privacy = Good business; 

• Gain a sustainable competitive 

advantage by embedding 

Privacy by Design.  

www.privacybydesign.ca 



Data Minimization  

and  

De-Identification 



Data Minimization  

• Data minimization is the most important 

safeguard in protecting personally identifiable 

information, including for a variety of research 

purposes and data analysis; 

• The use of strong de-identification techniques, 

data aggregation and encryption techniques,    

are absolutely critical. 



 

 

 

 

 

 

Dispelling the Myths about  

De-Identification… 

• The claim that de-identification has no 

value in protecting privacy due to the 

ease of re-identification, is a myth; 

• If proper de-identification techniques 

and re-identification risk management 

procedures are used, re-identification  

becomes a very difficult task; 

• While there may be a residual risk of 

re-identification, in the vast majority of 

cases, de-identification will strongly 

protect the privacy of individuals when 

additional safeguards are in place.  

www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1084 



Evidence that the Tool Works 

• Dr. El Emam was approached to create a longitudinal public use 

dataset using his de-identification tool for the purposes of a global 

data mining competition – the Heritage Health Prize; 

• Participants in the Heritage Health Prize competition were asked 

to predict, using de-identified claims data, the number of days 

patients would be hospitalized in a subsequent year; 

• Before releasing the dataset created using Dr. El Emam’s tool, the 

de-identified dataset was subjected to a strong re-identification 

attack by a highly skilled expert; 

• The expert concluded the dataset could not be re-identified –    

Dr. El Emam's de-identification tool was highly successful!  

 



Evidence that Re-Identification  

is Extremely Difficult 

• A literature search by Dr. El Emam et al. identified 14 published 

accounts of re-identification attacks on de-identified data; 

• A review of these attacks revealed that one quarter of all records 

and roughly one-third of health records were re-identified; 

• However, Dr. El Emam found that only 2 out of the 14 attacks      

were made on records that had been properly de-identified 

using existing standards; 

• Further, only 1 of the 2 attacks had been made on health data, 

resulting in a very low re-identification rate of 0.013%. 



Homomorphic Encryption 

• A form of encryption that allows computations to be carried 

out on encrypted data to obtain an encrypted result; 

• Homomorphic describes the transformation of one dataset into 

another while preserving relationships between data elements 

in both sets; 

• Homomorphic encryption allows you to make computations or 

engage in data analytics on encrypted values – data you cannot 

“read” because it is not in plain text, therefore inaccessible; 

• May also be used to link two or more databases without the 

disclosure of any unique identifiers – positive-sum – win/win. 



Coming Soon –  

Secure Data Analytics on the Cloud 

• The Value of de-identification; 

• Challenges in re-identifying 

de-identified information; 

• De-identification in the context 

of privacy legislation; 

• Re-identification risk 

assessment. 

 

www.privacybydesign.ca 



IPC De-identification Centre 

• The IPC launched a new De-identification Centre which 

aims to foster proper de-identification techniques and best 

practices, to demonstrate the necessity of de-identification; 

• We must spread the word on the importance of                         

de-identification – a key method to protect privacy              

and enable innovation; 

• I invite you to participate in our De-Identification Centre: 

Submit a 350 – 500 word blog post to pbd@ipc.on.ca – 

spark conversation on  best practices or other issues related 

to de-identification. 

http://privacybydesign.ca/index.php/de-identification-centre/
http://privacybydesign.ca/index.php/de-identification-centre/
http://privacybydesign.ca/index.php/de-identification-centre/
mailto:pbd@ipc.on.ca


Working with Technical Teams 

Technische Universität Berlin 
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“Security and privacy are cornerstones of 

BlackBerry, and we recognize the importance 

of Privacy by Design during the entire life 

cycle of product development.” 

— Thorsten Heins, 

President and CEO, BlackBerry 

March 5, 2013 

BlackBerry – Privacy by Design 



“This gives me some glimmer of hope that going 

forward, the culture of Google will include more 

Privacy by Design. Then they could do things in an 

innovative way on the front end that won't result in 

needing to beg for forgiveness later.”  

— Joseph L. Hall,  

Senior Staff Technologist,  

Center for Democracy and Technology 

March 14, 2013. 
http://bits.blogs.nytimes.com/2013/03/14/daily-report-after-

settlement-google-hastens-to-show-concern-for-privacy/ 

Center for Democracy and Technology –  

Privacy by Design 



Coming Soon! 

New White Paper on 

Surveillance Technologies 



A Proactive Approach to Overseeing New 

Surveillance Technologies: Privacy is A Must 

• New white paper: 

• Securing privacy in 

public: overseeing the 

use of drones and 

other forms of 

domestic surveillance. 



A ‘Wait And See’ Approach is              

No Longer Sufficient ... 

• Emerging issues that raise substantial privacy 

concerns include GPS tracking, automatic license 

plate recognition systems, and recently, drone-

based surveillance; 

• The end of “practical obscurity” cannot in any 

way signal an end to our right to privacy;  

• Privacy is being transformed with the rise of    

PbD to proactively strengthen the protection      

of our personal data. 



It is One Thing to Be Seen in Public –  

It is Another to Be Tracked by the State                 

in Free and Democratic Societies – Say No! 

• Public spaces facilitate a range of vital activities in a 

democratic society: transportation, recreation, shopping, 

socializing, and artistic performance; 

• Warrantless surveillance that facilitates the sustained 

tracking of people engaging in everyday activities in 

public spaces is unacceptable; 

•  In Canada’s Supreme Court, Justice La Forest referred to 

such warrantless surveillance as being “unthinkable:”              

“It is an unthinkable prospect in a free and open society 

such as ours.”  



“Boston Bombings Spur Calls  

for More Surveillance Measures” 
• In the wake of the Boston Marathon bombings, there are now calls for increased 

camera surveillance in the U.S.; 

• Some lawmakers think use of a better-connected system of cameras controlled by 

law enforcement might have helped speed up the suspects' identification; 

• However, privacy advocates remain concerned about potentially invasive 

surveillance technology, citing that the ability of investigators to track the   

suspects within days demonstrates that more surveillance isn't needed; 

• “It's one thing to have private closed-circuit cameras and look at feeds after the 

fact, it's very different if you're talking about systems of cameras identifying and 

tracking people over time, all the time. Especially if you couple that with facial 

recognition and license-plate readers and databases.” 

 
— Alan Butler, EPIC 

— Wall Street Journal,  

Call for More Video Cameras Spotlights Debate on Use,  

April 19, 2013. 
http://online.wsj.com/article/SB10001424127887324763404578433143080413704.html#printMode?KEYWORDS=spur+calls 

http://online.wsj.com/article/SB10001424127887324763404578433143080413704.html


The Boston Bombings, Knee-Jerks … 

and CISPA 

“As we consider the events in Boston of the last 

week, it’s worth keeping in mind the incredibly bad 

decisions flowing mainly from emotional responses 

to 9/11, that appear to be poised for a repeat 

performance now … More cameras; Drones galore; 

fewer civil liberties.” 

— Lauren Weinstein, 

April 21, 2013 

http://lauren.vortex.com/archive/001020.html 

 

http://lauren.vortex.com/archive/001020.html


Canadian Security Officials                    

Thwarted Terrorist Plot 

• Two terrorism suspects were charged with plotting to derail a VIA 

passenger train travelling between Toronto and New York, in what police 

are calling an Al Qaeda-sponsored attack; 

• Both men had reportedly been under surveillance for a year; 

• The arrests came at a disturbing time, with the public weary of terrorism 

headlines following last week’s deadly bombings at the Boston Marathon; 

— Toronto Star, RCMP arrest two in alleged plot to derail VIA Rail train, April 23, 2013. 

 

• As Commissioner, I fear that a public growing ever fearful of terrorist 

activities may resign themselves to the flawed argument that we must 

sacrifice privacy for security. 

http://www.thestar.com/news/canada/2013/04/22/suspects_in_toronto_terror_plot_arrested_sources.html 
 

http://www.thestar.com/news/canada/2013/04/22/suspects_in_toronto_terror_plot_arrested_sources.html


“It Can’t Be Done” 

“The bolder the initiative,  

the harsher the criticism.”  
 

 

– Dr. Raymond Damadian, 1977 

Invented of Magnetic Resonance Imaging (MRI) 

  

 

 

 

 

 



SmartData 

The Future of Privacy 



 

 

 

 

 

 

The Next Evolution in Data Protection: 
 

“SmartData” 

• SmartData represents the future of privacy and 

greater control of personal information online; 

• Intelligent “smart agents” will be developed and 

embedded into IT systems virtually – thereby 

creating “SmartData” – allowing one’s data to 

protect itself; 

• At the University of Toronto, this new “bottom-up” 

approach to Artificial Intelligence will revolutionize 

the field of AI. 
www.ipc.on.ca/images/Resources/bio-encrypt-chp.pdf 



 

 

 

 

 

 

SmartData: 

It’s All About User Control 

Context is key: 

• Evolving virtual cognitive agents that can act as your 

proxy to protect your personally identifiable data; 
 

Intelligent agents will be evolved to: 
 

• Protect and secure your personal information; 
 

• Disclose your information only when your personal 
criteria for release have been met; 
 

• Put the user firmly in control –                                       
  Big Privacy, Radical Control! 

www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1244 

 

http://www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1244
http://www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1244
http://www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1244
http://www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1244
http://www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1244
http://www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1244
http://www.ipc.on.ca/English/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1244


 

 

 

 

 

 

Methods of Creating Intelligent Agents 

• Top-down, rule-based design (traditional AI); 
 

• Bottom-up “evolutionary robotics design;” 
 

• The combination of top-down and bottom-up 

will yield the most dynamic results. 



Springer Paper 

Privacy by Design and the Promise of Smart Data 

• Naysayers and Innovators 
 

• Era of Expanded Surveillance 
 

• Privacy by Design 2.0 
 

• SmartData – The Embodiment 

of Privacy by Design: PbD 2.0; 
 

• Personal Data Ecosystem 
 

• Moving from Zero-Sum           

to Positive-Sum 
 

• Looking Forward 

 
www.privacybydesign.ca 



 

 

 

 

 

 

Concluding Thoughts 

• It is easier and far more cost-effective to build in privacy 

up-front, rather than bolting it on after-the-fact; Privacy 

risks are best managed by proactively embedding the 

principles of Privacy by Design; 

• Privacy by Design is not a theoretical construct – it has 

been applied in multiple applications – you can have 

privacy and Big Data, privacy and innovation … the 

sky’s the limit! Just remember to de-identify; 

• Get smart – lead with Privacy – by Design, not privacy    

by chance or, worse, Privacy by Disaster!  

 



 

 

 

 

 

 

How to Contact Us 

Ann Cavoukian, Ph.D. 
Information & Privacy Commissioner of Ontario 

2 Bloor Street East, Suite 1400 

Toronto, Ontario, Canada 

M4W 1A8 
 

Phone: (416) 326-3948 / 1-800-387-0073 

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca 

For more information on Privacy by Design,                

please visit: www.privacybydesign.ca 


